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Henb3s

1. Bcem nogpsig coobwatb CBOK YaCTHY MHGopMaumio (HacToswme nms, hammnumio, TenedoH,
afpec, HoMep LUKOrbI, a Takke hoTorpadumn CBou, CBOEN CEMbU U OpY3€EN);

2. OTKpblBaTb BrIOXEHHbIE (halinbl 3NEKTPOHHOM NOYThI, KOr4a He 3HaeLlb OTNpaBUTENS;

3. [pybuTb, NnpnanpaTbCs, okasbiBaTb AABIEHNE - BECTW Ce0s1 HEBEXITMBO M arpeCcCcuBHO;

4. He pacnopsipkainca geHbramu TBoel ceMbi 6e3 paspelleHmns cTaplumnx - Bcerga cnpawunBan
poauTenen;

5. He BcTpeyvanca ¢ HTepHET-3HaKOMbIMU B pearnbHOM XU3HU - NOCOBETYNCH CO B3POCHbIM,
KOTOPOMY A0OBepSELLb.

OcCTOpPOXHO

He Bce nuwyT npasay. YnTtaewsb o cebe Henpasay B VIHTepHeTe - coobum 06 3TOM CBOUM

poauTENsM NN ONekyHaMm;

MpurnawatoT nepenncbiBaThbCs, UrpaTb, 0OMEHNBATLCA - NMPOBEPL, HET NN NOABOXA;

HesakoHHOe konupoBaHue ¢annos B VIHTepHeTe - BOPOBCTBO;

Bcerpa pacckasbiBan B3pocribiM 0 NpobremMax B CETU - OHM Bcerga noMoryT;

Mcnonb3yn HacTponkyn 6€30nacHOCTM U NPMBATHOCTU, YTODObI HE NOTEPSATL CBOM aKKayHTbI B

CoLCEeTAX M ApYyrnx nopTranax.

MoxHo

YBaxan gpyrmx nonb3oBaTenen;

Monb3yelwbca NHTEPHET-MCTOYHMKOM - AeNnan CChINKY Ha Hero;

OTkpblBal TONbKO TE€ CCbINKN, B KOTOPbIX YBEPEH;

O6palaTtbcs 3a NOMOLLILI0 B3POCTIbIM - pOAMTENN, ONEKYHbI N aOMUHUCTPAaLMS CanToB BCceraa

NoMOryT.
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NudopmannonHas maMsTka I 00y4JaronuXcs I pa3MeIIeHUS
Ha o(pUIMATIFHBIX HHTEPHET-pecypcax

C KaxgbIM rogom MOJSIOAEXN B NHTEPHETE CTaHOBUTLCA Oornblue, a WKONbHUKX Of4HM U3 caMblX
aKTMBHbIX NoNb3oBaTenen PyHeTa. Me»q:l,y TeéM, NOMMUMO OrpOMHOI0 Konn4yecTtea BO3MOXHOCTEMN,
UHTEPHET HeCeT U I'IpO6J'IeMbI. OTa namaATka AormkHa NomoYb Tebe 6Ge3onacHo HaxoaMTLCSA B CETH.

KomnbroTepHble BUPYCbI

KomnbloTepHbIN BUPYC — 3TO Pa3HOBUAHOCTb KOMMNbLIOTEPHbLIX NPOrpaMMm, OTANYUTENbHOM
0COBEHHOCTBLIO KOTOPOW SBMSIETCA CNOCOBHOCTL K pa3MHOXEHMI0. B gononHeHne K atomy, BUPYChbI
MOrYT NOBPeaUTb UMW MNOMHOCTBIO YHUYTOXMUTb BCe (harnbl U AaHHble, NOAKOHTPOSbHbIE
nonb30BaTento, OT MMEHN KOTOPOro Obina 3anylleHa 3apaxeHHas nporpamMma, a Takke noBpeanTb
UNN Jaxe YHUYTOXUTb ONepPaLVoHHYI0 CUCTEMY CO BceMu charnamu B Lieriom. B 6onblunHcTBe
CnyyaeB pacrnpoCTPaHATCHA BUPYChl Yepes UHTEPHET.

MeToabl 3aunTbl OT BPEAOHOCHbLIX NPOrpamMm:

1. Wcnonb3yi coBpeMeHHbIe OnepaunoHHbIE CUCTEMbI, UMEIOLLINE CEPbE3HbIV YPOBEHb 3aLLMThl OT
BPEAOHOCHbIX Nporpamm;

2. TllocTosiHHO ycTaHaenmBan navyth (UnMdpoBbIe 3annaTku, KOTOpble aBTOMaTUYECKN
yCTaHaBMMBAKTCH C LeNbio AopaboTku nporpamMmel) U Apyrne o6HOBNEHUS CBOEN onepaLymoHHON
cuctembl. CkadmBam UX TOMbKO € odunumansHoro canmta paspabotyuka OC. Ecnu cywectsyet
pexum aBToMaTN4eCcKoro 06HOBMEHUS, BKIOYU €rO;

3. Pabotai Ha cBoeM KOMMbOTEPE MOA NpaBamMu Nonb3oBaTens, a He agMuUHUCTpaTopa. 37O He
No3BoNUT GOMbLUMHCTBY BPEAOHOCHBIX MPOrpaMm MHCTaNMPOBaThLCA Ha TBOEM MEPCOHANIBHOM
KoMMbloTepe;

4. Wcnonb3yn aHTUBUPYCHbIE NPOrpaMMHbIe NPOAYKTbI M3BECTHLIX NPOM3BOAUTENEN, C

aBTomMaTMyeckum obHoBreHvem 6as;

OrpaHnyb uanyecknii AOCTYN K KOMNbIOTEPY ANS MOCTOPOHHUX NNL;

Mcnonb3yi BHELLHNE HOCUTENW MHAOPpMaLMK, Takne Kak dneLuka, AUCK unn dann n3 MHTepHeTa,

TONMbKO M3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpblBan KOMMNbIOTEPHbIE (hannbl, NOMYyYEHHbIE N3 HEHAAEXHbIX NCTOYHUKOB. [axe Te
dannbl, KOTOpble NpUcMan TBOM 3HAKOMbIN. Jlydlle yTOYHWU ¥ Hero, oTnpaBnsn nn oH Tebe nx.
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Cetu WI-FI
Wi-Fi — aT0 He BMA nepenayn AaHHbIX, HE TEXHOMNOMS, a BCero nuilb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackas komnaHus 3apermctpuposana 6peHa "WECA", yto ob6o3Havano
cnoBoco4veTaHne "Wireless Fidelity", koTopbIi nepeBogmTcs kak "6ecnpoBogHas TOYHOCTL".
[lo Hawero BpeMeHu goLurna gpyras abopesnartypa, KoTopas ABNsSETCA TakoW e TEXHONornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObINIO AaHO C HAMEKOM Ha CTaHOapT BbICLLEN 3BYKOBOM
TexHukn Hi-Fi, 4To B nepeBoae 03HavaeT "BblCOKad TOYHOCTL".
[a, 6ecnnaTHbIA UHTEPHET-AOCTYN B Kadhe, OTENSAX N a3ponopTax SBNAETCS OTIIMYHOWN
BO3MOXXHOCTbLIO BbIX04a B MHTEPHET. Ho MHOrne akcnepTbl cumTatoT, 4To obwenoctynHble Wi-Fi
CeTn He ABMnAITCA 6Ge3onacHbIMU.
CoBeTbl No 6e3o0nacHOCTM paboThl B 06LenocTynHbIX ceTsx Wi-fi:
He nepeaasain cBOW NMYHYHO MHGOPMaLMIO Yepes obienocTynHble Wi-Fi cetn. PaboTas B Hux,
XenaTenbHO He BBOAUTb Naponv A0CTyna, JIOrMHbI U Kakne-To HOMepa;
Mcnonb3yin n 00HOBNSI aHTUBUPYCHbIE NporpamMMbl 1 6paHamayep. Tem cambiM Thl 06e30nacuLLb
cebs1i OT 3aKayku BUpYyca Ha TBOE YCTPOWCTRBO;
Mpu ucnonssosaHuun Wi-Fi oTknoumn pyHkuuo "O6LLmn gocTyn K charnam n npuHtepam”. JaHHas
dYHKLMSA 3aKpbiTa NO YMOMYaHWIO, O4HAKO HEKOTOpPbIE NONb30BaTENN aKTUBMPYIOT ee Ans
yaobcTBa ucnonb3oBaHus B pabote unm yyebe;
He ncnonbayi nydnuuHein WI-FI ans nepegayun NUYHbIX AaHHbIX, HANpUMep ANng Bbixoaa B
coumanbHble CETU UMK B 3NEKTPOHHYIO NOYTY;
Mcnonb3yn TonbKo 3awwmweHHoe coegmHerne Yeped HTTPS, a He HTTP, T.e. npn Habope Beb6-
agpeca BBoaAM MMeHHo "https://";
B mobunsHom TenedoHe oTknoum cyHkumio "lMogkntoveHue k Wi-Fi asTomaTtunyeckn”. He
Aornyckan aBToMaTU4ECKOro NoakmoYeHnst yctponcTtea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu
CoumarnbHble CETU aKkTUBHO BXOAAT B HaLUy WU3Hb, MHOTME Ioan paboTaloT U XKMUBYT Tam
NOCTOsIHHO. MHOrne nonb3oBaTeny He MOHUMAIOT, YTO MHAOPMaLUKMS, pa3MeLLeHHast UMK B
coumanbHbIX CeTAX, MOXeT OblTb HangeHa U UCNONb30BaHa KeM YrogHo, B TOM YKCne He
06s3aTenbHO ¢ 6naruMmM HamepeHUsIMUN.
OcHoBHble coBeTbl M0 6e30nNacHOCTU B coLnarnbHbIX CETAX:
OrpaHunyb crnvcok apy3en. Y 1ebs B Apy3baX HE AOMKHO ObITb CyYalHbIX U HE3HAKOMbIX MOAEN;
3alymiiar cBoK YacTHYHO XU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, Aaty TBOero
POXOEHNS U OPYTYHO NINYHYO MHCpOPMAaLMIO. 3MOYMbILLNEHHUKN MOTYT MCMONb30BaTh Aaxe
WMHOpPMaLMIO O TOM, KaK Tbl U1 TBOM POOUTENN MAAHUPyeTe NPOBECTM KaHUKYIbI;
3awumian cBo penyTauuio - 4epXn ee B YUCTOTE 1 3aaaBan cebe Bonpoc: xoten Obl Tbl, YTOObI
Apyrve nonb3oBaTeny BUAenu, 4To Tbl 3arpyxaewwbs? Nogyman, npexae Yem 4YTo-To
onybnuvkoBaTb, HANMUCaTb U 3arpy3nThb;
Ecnu Tbl roBopuLLb C MOABMU, KOTOPbLIX HE 3HaELLb, HE UCMOMb3yN CBOE pearbHOe UMS 1 OPYryHo
NNYHYIO MHCPOPMAaLMK: UMSsI, MECTO XXUTENbCTBA, MECTO y4ebbl 1 Npoyee;
MN3beran pasmelleHus dpotorpadun B IHTepHeTe, rae Tl M306paXkeH Ha MECTHOCTU, MO KOTOPOM
MOXHO onpenenuTb TBOE MECTOMNONOXEHUE;
Mpu perncrpaumm B coumanbHON CETU HEOOXOAMMO UCNONb30BaTh CITOXHbIE NAPOX, COCTOsILLME
13 B6ykB 1 Uncp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;
Anga coumanbHOM ceTu, NoYThl U APYrMx CanToB HEOBXOAMMO NCMOMNBL30BaTh Pa3Hbie Naposnu.
Torpa ecnu Te65 B3NoOMatoT, TO 3M0YMbILLIEHHUKM NONy4aT OCTYN TOMbKO K OOHOMY MECTY, a He
BO BCe cpaasy.

OneKTPOHHbIE AeHbIU

OneKTPOHHbIE AEHBbIVM — 3TO OYeHb YOOOHKIN cnocob nnaTexen, OgHAKO CYLLIECTBYIOT MOLLEHHUKM,
KOTOpbIE XOTAT NOMAYYUTb 3TU OEHBIN.

ONEeKTPOHHbIE AEHBIMN NOSBUMUCE COBCEM HEAABHO Y MMEHHO M13-3a 3TOr0 BO MHOIMX rocyAapcTBax
[0 CUX NOop He NPOMNM1CcaHo Mpo HMX B 3aKOHAX.

B Poccum xe oHM OYHKLMOHUPYIOT U O HUX yXKe NPONUCaHO B 3aKOHE, rae UX pasgensioT Ha
HECKOSbKO BUAOB - aHOHUMHBIE U HE aHOHUMHbIE. PasHuLa B TOM, YTO @aHOHMMHbIE - 3TO Te, B
KOTOpbIX paspeLuaeTcs NpoBoAnNTbL onepauuny 6e3 ngeHTugmrKaumm nonb3oBaTens, a B
HEaHOHMMHBbIX MOEHTUMKaLMA Nonb3oBaTens aBnseTcst 0693aTenbLHON.

Takke cnegyeT pasnuyaTb NEKTPOHHbIE uaTHbIE AeHbIMM (PaBHbI FOCYAAaPCTBEHHBIM BantoTam) u
9NEKTPOHHbIE HednaTHbIE AeHbIMN (HE paBHbI FOCYAapCTBEHHbLIM BanoTam).



OcHoBHble coBeTbl N0 B6e3onacHon paboTe ¢ 3NEeKTPOHHbIMU AEHbramMMu:

1. TpuBskM K cHETY MOOUMbHBIN TENE®OH. ITO camblii YAOOHLIN 1 ObICTPLIN CNOCOO BOCCTAHOBUTL
AOCTYN K cyeTy. [NpuBaA3aHHbIN TernedoH NOMOXET, ecnn 3abyaellb CBOW MNaTeXHbIN Naposib Unn
3angellb Ha CalT C HE3HaKOMOro YCTPONCTBA;

2. Vcnonb3yn ogHopasoskle naponu. lNocne nepexoaa Ha YCUIEHHYH0 aBTopu3aumio Tebe yxe He
OyaeT yrpoxaTtb ONacHOCTb Kpaku Uiv nepexaBaTa NnaTeXxHoro napons;

3. Bbibepu cnoxHein napons. lMNpectynHukam 6yaeT He NPOCTO yraaaTh CNOXHbIN Naporib.
HagexHble naponu - aTo Naponu, KOTopble codepXaT He MeHee 8 3HaKoB W BKITOYaloT B cebs
CTPOYHLIE N MPONUCHLIE BYKBbLI, LMAPLI U HECKOSIEKO CUMBOJIOB, Takue Kak 3HaK gonnapa, yHTa,
BOCKNULATENbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NMYHbIE AaHHbLIE HA CalTaX, KOTOPbIM HE AOBEpPSIELLb.

OneKkTpoHHas noyTta
OneKTpoHHas noyTa — 3TO TEXHOMOrMA 1 NpeocTaBnsemMble €10 YCNyrn No nepechisnike u
NOMyYEeHMI0 3NEKTPOHHbBIX COOBLLEHMI, KOTOPbIE pacnpeaenstoTcs B KOMMboTepHon ceTn. OBbI4HO
SMNEKTPOHHbIN NOYTOBLIN ALWMK BbIFNSAMT cneayowmnm o6paszom: NMs_nornb3oBaTensi@uMs_aoMeHa.
Takxke KpoMe nepeaaym NPoCcToro TekcTa, MMeeTcs BO3MOXHOCTb NepeaaBaTh dannbl.
OcHoBHble coBeTbl N0 ©6e3onacHo paboTe C 3NEeKTPOHHOM MOYTON:
1. Hapgo BbiOpaTb NpaBuUIbHLIN NOYTOBLIV CEpBUC. B MHTEpHETE eCTb OrPOMHBIN BbIGOp GecnnaTHbIX
NOYTOBLIX CEPBMCOB, OAHAKO Ny4Lle AOBEPATb TEM, KOr0 3Haellb 1 KTO NEPBbLIN B PENTUHTE;
2. He ykasbiBan B NIMYHOM NOYTE NNYHYIO MHpopmauuo. Hanpumep, nydwe BoibpaTb
"My3blkanbHbli_daHaT@" nnm "pok2013" BmecTo "Ttemal3";
3. Wcnonbayi AByxaTanHyo aBTopm3aLmio. ATO Koraa noMMMO Naposs HYyXKHO BBOAMTb Kof,
npucbinaembin no SMS;
4. Bblbepn CnoxHbIN napornb. st KaXaoro NoYToBOro Awmka AomKeH ObITb CBOWM HAOEXHbIN,
YCTONYMBLIN K B3[IOMY Napornb;
5. Ecnu ecTb BO3MOXHOCTb HanMcaTb CamMOMy CBOW fUYHbIA BONPOC, UCMOfMb3YN 3TY BO3MOXHOCTb;
6. Wcnonb3yi HECKOMBbKO MOYTOBbIX ALWMKOB. [1epBbI ANg YaCcTHOW Nepennckn ¢ agpecartamu,
KOTOPbLIM Thbl JOBEpsieLlb. ITO 3MEKTPOHHbLIN agpec He Hag0 UCMOoNb30BaTh NpKU perncTpauun Ha
dopymax n canrax;
7. He oTkpbiBan dainbl 1 gpyrue BroXKeHUs B NMCbMax, Aake eCrv OHW MPULLNK OT TBOMX APY3eMn.
Jlyylle yTOYHM Y HUX, OTAPaBNANM N oHu Tebe 3Tu darnbl;
8. Tlocne okoH4YaHusA paboTbl HA MOYTOBOM CEpBUCE Nepes 3akpbiTUEM BKNaZKM C CanToM He 3abyab
HaxkaTb Ha "BbIATK".

Kn6epObynnuHr nunu BupTtyanbHoe usaeBaTenbCTBO

KnbepbynnuHr — npecnenosaHne coobLLeHnsMM, coaepKaLlimmMm ockopbneHus, arpeccutio,
3anyrvBaHue; XynMraHcTeo; counanbHoe 6OMKOTUPOBaHUE C MOMOLLBHO Pa3fUYHbIX MHTEPHET-
CEepBUCOB.

OcHoBHbIe coBeTbl M0 6opbbe ¢ knbepOynMHrom:

1. He 6pocaricsa B 60i. Jlyqwmnin cnocod: nocoBeToBaTLCA Kak cebsi BECTU U, €CIIU HET TOro, K KOMY
MOXXHO 0BpaTuUTbCS, TO BHA4are ycrokouTbes. Ecnm Tbl HaYHeLb oTBeYaTh OCKOPONEHUsIMM Ha
ockopbneHus, TO TOMbKO eLle BonbLue pasoxoKeLlb KOHQIUKT;

2. YnpaBnsawu cBoen knbeppenyTtauuen;

3. AHOHUMHOCTb B ceTu MHMMas. CyLLecTBYOT cnocobbl BbIICHUTb, KTO CTOUT 38 aHOHUMHbIM
aKKayHTOM;

4. He cTOouUT BECTU XynUraHckmMm obpas BUpTyanbHOW XnU3HU. IHTepHET hrKkcmpyeT BCce TBOU
OEVNCTBUS N COXpaHSeT UX. YoanuTb ux 0yaeT KkpaviHe 3aTpyaHUTENbHO;

5. Cobntogar CBOK BUPTYyanbHY YeCTb CMonoay;

6. WrHopupyn eanHudHbIN HeraTue. OgHopa3oBble 0CKOpOUTENbHBIE COOBLLIEHUS MyYLle
urHopuposaTb. OBbIYHO arpeccus NpekpallaeTcs Ha HayansHoOW cTaauu;

7. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMU COOBLLEHNSAMUN, B COLMANbHbIX CETSX €CTb
BO3MOXHOCTb GITOKMPOBKM OTNPaBKX COOOLLIEHWIA C ONpeaerneHHbIX aapeCcoB;

8. Ecnu Tbl cBngetens knbepbynnuHra. TBom 4eNcTBKA: BbICTYNUTL NPOTUB Npecrefosarens,
nokasaTtb emy, 4YTO ero AerCTBUSA OLleHNBAOTCA HeraTUBHO, NoAAepXaThb XepTBY, KOTOPOM HYXHa
ncuxosiornyeckasi NOMOoLLb, COOBLLMTL B3POCbIM O (hakTe arpeCCUBHOMO NOBEAEHUSA B CETH.

MoOunbHbIN TenedoH
CoBpemeHHble cMapTOHbI M NNaHLWeTbl coaepkaT B cebe BMOMHe B3pOCrbin yHKLUMOHArM, 1
Tenepb OHW MOTYT KOHKYPUPOBATb CO CTaLMOHApPHbIMKU KoMMNbloTepamun. OgHako, CpeacTs 3aLnThI
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Ans NogoBHbIX YCTPOMUCTB NoKa O4YeHb Marno. TecTupoBaHME M NOUCK YS3BUMOCTEN B HUX
NPOMCXOANT HE TaK MHTEHCMBHO, kak ans lNK, To xxe camoe KacaeTcs U MOBUNBbHBLIX MPUNOXKEHWUIA.
CoBpemeHHbIE MOBUNBbHbIE Dpay3epbl yXKe NPaKkTUYEeCKM SOrHaNM HacTosbHbIE aHanorn, 0gHaKko
paclumpeHune yHKUMoHana BrieyeT 3a cobor 6oMbLUY CNOXHOCTb M MEHbBLLYHO 3aLULLEHHOCTD.
[laneko He BCe NpOM3BOANTENM BbINyCKatOT OOHOBMNEHUS, 3aKpbIBaKOLNE KPUTUYECKNE YSI3BUMOCTHU
AJ151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTU MOOWIBHOIO TenedoHa:

Hwuuero He aBnsieTca no-HacToswemy 6ecnnatHbiM. Byab ocTopoxeH, Beab korga tebe
npeanaralT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMEe-TO NnaTHble YCIyru;
Odyman, npexae yem otnpasute SMS, doTo nnm Buaeo. Tobl TOYHO 3HaeLb, rae oHU OyayT B
KOHEYHOM utore?

HeobxoamMmo 06HOBNATL ONEpPaLMOHHYI0 CUCTEMY TBOEro CMapTdOoHa;

Mcnonb3yin aHTUBMPYCHbIE NporpamMMbl Ans MobuIbHbIX TeNegOHOB;

He 3arpyxan npunoxxeHnsa ot HEU3BECTHOIO NCTOYHMKA, BEOb OHWM MOTYT COAEpXaTb
BPEAOHOCHOE NporpaMmmMHoe obecneveHue;

Mocne Toro Kak Tbl BblMAELWb C canTa, rge BBOAWI JINYHYIO MHAOpMaLUIo, 3ainan B HACTPONKK
Gpaysepa 1 yganu cookies;

Meprnoanyeckn NpoBepsiv, Kakne nnaTHble YCNyru akTMBMPOBaHbl HAa TBOEM HOMEPE;

HaBan cBoii Homep MobunbHOro TeredoHa TONbKO MASAM, KOTOPLIX Thbl 3HAELLb U KOMY
AoBepsieLlb;

Bluetooth gomkeH 6bITb BbIKMOYEH, KOraa Thl UM He nonb3yellbcs. He 3abbiBan nHorga
npoBepsiTb 3TO.

Online urpsbl

CoBpeMeHHble OHMNarH-Urpbl — 3TO KPACOYHbIe, 3axBaTbiBalOLLME pa3BrneyeHus, obbeguHsaoLwme
COTHU ThICSY YeNoBeK NO BCeMY MUpPY. VIrpokun nccnenyoT AaHHBIN UM MUp, oBLLaoTCcsa Apyr ¢
APYroM, BbIMOMHAOT 3a4aHUSA, CPaXAKTCA C MOHCTPaMu1 1 Nofy4atoT onbIT. 3a yA0BONLCTBUE OHU
NNaTaT: NOKynawT ANCK, ONfavymMBaoT aboHEMEHT unu NpuobpeTatoT Kakme-To Onuun.

Bce atu cpeacTBa nayT Ha nogaepXkaHve v pasBuUTMeE Urpbl, a Takke Ha camy 6e30NacHOCTb:
COBEPLLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLIMK, BbINyCKaOTCS HOBble NaTyu (LndpoBble 3annaTkv ans
nporpamMm), 3aKpbIBalOTCH YSI3BUMOCTU CEPBEPOB.

B nogobHbIX nrpax cTouT onacatbCsl He CTONBbKO CBOMX COMEPHUKOB, CKOMNBbKO KPadku TBOEro napors,
Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aunn 60MbLIMHCTBA Urp.

OcHOBHbIe coBeTbI MO 6e30MacHOCTN TBOErO UIPOBOro akkayHTa:

Ecnu gpyron nrpok BegeT cebs nioxo unu cosgaeTt Tebe HeNpUSTHOCTK, 3a0nOoKNpyi ero B
CMMCKEe UIPOKOB;

Moxanyncsa agMMHUCTpaTopam Urpbl Ha NIOX0e NOBEAEHUE 3TOr0 UrPoKa, KenaTtenbHo
NPUNOXWTb Kakne-To AoKasaTenbCcTBa B BUAE CKPUHOB;

He ykasbiBan Nu4Hyto nHpopmauuio B npodanne urpbl;

YBaxawn Apyrux y4aCcTHUKOB MO UIpe;

He yctaHaBnueanm HeodmLmanbHble NaTtyn n Mogbl;

Mcnonb3yn cnoXxHble U pasHble Naponu;

[axe BO Bpems Urpbl HE CTOUT OTKIOYaTb aHTUBMPYC. [oka Tbl Urpaellb, TBOW KOMMNbLIOTEP MOTYT
3apasuTb.

®ULLINHT UK KpaXa JINYHbIX AaHHbIX

OBGbIYHON Kpaxeun OeHer U JOKYMEHTOB CEroAHS YXKe HUKOro He YAMBWLb, HO C Pa3BUTHEM
WHTEPHET-TEXHOMOMIA 3M0YMbILLMEHHVKN NEPEMECTUNMNCH B UHTEPHET, U MPOJOIMKAOT 3aHNMAaThCS
"MobumbIM™ genom.

Tak nosiBunack HoBas yrposa: MHTEPHET-MOLLEHHNYECTBA NN ULLKHT, FMaBHas Lenb KOTOpOoro
COCTOUT B NONy4YeHNM KOH(MAEHUMAnNbHbIX AaHHbIX NONb30BaTenen - NOrMHOB 1 naponen. Ha
aHrnunckom asblke phishing untaetcs kak duwmHr (ot fishing - peibHas noeng, password - napons).
OcHOBHbIe coBeTbl M0 6opbbe ¢ PULLIMHIOM:

Cneau 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTo TBOS aHKeTa Obina B3rnomaHa, To
Heobxoaumo 3abnokuposaTb ee 1 CoobLLUTL agMUHUCTPaTopam pecypca 06 3TOM Kak MOXHO
ckopee;

Wcnonb3yn 6e3onacHble Be6-calThbl, B TOM YNCNE, UHTEPHET-MarasmHOB Y MOUCKOBLIX CUCTEM;
Mcnonb3yn cnoxHble 1 pasHble naponu. Taknum obpasom, ecnv Tebsi B3nomatoT, To
310yMBbILUNIEHHWKWN MONy4aT AOCTYN TOMbKO K OOHOMY TBOEMY NpOodumto B CETH, a HE KO BCEM;



No o

Ecnn teba Banomanu, To Heo6xoaMMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
nobaerneHbl y Tebs B Apy3bsiX, O TOM, YTO Tebs1 B3nomanu 1, BO3MOXHO, OT TBOErO MMeHn byaeT
pacchiniaTbCs Cnam U CCbISIKM Ha PULINHIOBbLIE CanThl;

YcTaHoBu HagexHbIn naporb (PIN) Ha MOBGUNBHBIM TenedoH;

OTkntoumM coxpaHeHne napons B Opaysepe;

He oTkpbiBan cannbl U gpyrme BAOXeHUsS B NMMCbMax, AaXe €CN OHWU NPULLIIM OT TBOUX APY3€eN.
Jlydlie yTOUYHN y HUX, OTNPaBNANN N OHU Tebe 3Tn dannbl.

LUundpoBas penytaumsn

Lincposas penytauusa — aTo HeraTMBHas Unm NO3nTUBHas MHopMaums B ceTu o Tebe.
KomnpomeTupytoLlas nHgopMaLms, pasMmeLleHHas B MHTEPHETE, MOXeT cepbe3HbiM 06pa3om
OTpa3nTbCA Ha TBOeN peanbHom XunsHu. "Lindposas penytaums” — 3T0 TBOW MMUOK, KOTOPbIA
dopmupyeTca U3 uHcpopmauum o Tebe B MHTEPHETE.

TBOE MecTo XuTenbCcTBa, y4ebbl, TBOE PUHAHCOBOE NONOXeHNE, 0COBEHHOCTU XapakTepa 1
pacckasbl 0 61IM3KMX - BCE 3TO HaKanIMBaeTcs B CETU.

MHorvne NnoApOCTKM NIErKOMBICIIEHHO OTHOCATCA K MyOnuKauum nn4Hom nHopmMaumm B IHTepHeTe,
He NOHUMas BO3MOXHbIX NOCNEeACTBUNA. Thl Aaxe He CMOXeLlb JoraaaThbCsa O TOM, YTo dhoTorpadus,
pa3meLLeHHast 5 neT Hasag, cTana npMYMHOM OTKa3a NPUHATL Teds Ha paboTy.

KommeHTapumn, pasmelleHme TBomnx dhotorpacmii u gpyrme geENCTBUA MOTYT HE MCYE3HYTb Aaxe
nocrie Toro, Kak Tbl X yAanuilb. Thl HE 3HaeLlb, KTO COXpaHUn 3Ty MHopMaLuio, nonana n1 oHa B
NMOWCKOBbLIE CUCTEMbI M COXpaHMMach N1 OHa, a rMaBHOE: YTO NoAYMaloT 0 Tebe oKpyXatoLue noau,
KOTOpble HangyT u yBnasT a1o. Hantn nHdopmaumio MHOro neT cnycTa CMOXET J1o0oMn - Kak 13
[o6pbIX NOBY>XAEHUI, TaK U C HAMEPEHNEM NPUYMHUTE Bped. OTO MOXET BbITb KTO YrogHo.
OcCHOBHbIe COBEThI MO 3aLUmTe UnpoBor penyTaumm:

Moagyman, npexage Yem 4YTO-TO NyOGnMKoBaTb M NepefaBath y cebs B 6riore nnm B coumanbHON
cetu;

B HacTporkax npoduns ycTtaHoBW OrpaHnyeHns Ha NPOCMOTP TBOEro Npoduns u ero
coaepXKuMoro, caenan ero Tonbko "gns apysen”;

He paamelual u He ykasbiBali MHGOOPMaLMIO, KOTOpas MOXET KOro-rimbo ocKoponaThb mnm
obmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHbIE LLKOMbHMKN - akTUBHbIE NoNib3oBaTenu undpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HaloT, YTO NOSb30BaHME MHOMMMUK BO3MOXHOCTAMM LUMAPOBOro Mmupa Tpedyet cobnoaeHus
npaB Ha MHTENNEeKTyanbHy0 COOCTBEHHOCTb.

TepMuH "MHTENNEKTyansHas CO6CTBEHHOCTL" OTHOCUTCS K Pa3fiUyHbIM TBOPEHUSIM YENOBEYECKOrO
yMa, HaunHas C HOBbIX N300peTeHni 1 3HaKoB, 0603HavarLLMX COOCTBEHHOCTb Ha NPOAYKThI U
YCIyIu, U 3aKaH4mBasi KHuramm, potorpadomsimmn, KUHopunbMamMm U My3blikanbHbIMU
Npou3BeaeHNsIMI.

ABTOpCKME NpaBa — 3TO NpaBa Ha MHTENNEKTYyarnbHY COGCTBEHHOCTb HA NMPOM3BEAEHUS HAYKW,
nuTepaTypbl U UCKycCTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTUn TOro, YTo
WHTENNEKTyanbHbIN/TBOPYECKUA TPYA aBTopa He ByaeT HanpacHbIM, 4acT eMy CripaBeanvBble
BO3MOXHOCTU 3apaboTaTh Ha pe3ynbTaTtax CBOEro Tpyaa, NonyyYnTb N3BECTHOCTb U NPU3HAHME.
HukTo 6e3 paspelueHust aBTopa He MOXET BOCNPOM3BOANTL Ero NPON3BEAEHNE, PACNpOCTPaHATb,
ny6rM4YHO 4EMOHCTPUPOBATL, NpoAaBaTh, MUMNOPTUPOBATb, NyckaTb B MPOKAT, MyGNNYHO UCNONHATD,
NnokasblBaTb/MCMNOMHATL B achmpe nnm pasmellatb B VIHTepHeTe.

Mcnonb3oBaHue "nupartckoro” nporpaMmmHoro obecneveHmnst MOXXeT NMPMBECTM K MHOTUM pUCKaM: OT
NnoTepu OaHHbIX K TBOMM akkayHTaM A0 OFOKMPOBKM TBOErO YCTPOMCTBA, IAe YCTaHOBIeHa
HeneranbHas nporpamma. He ctout Takke 3abbiBaTh, YTO CYLLECTBYIOT fneranbHble 1 6ecnnaTtHble
nporpamMmmbl, KOTOPble MOXHO HanWTK B CETU.



